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Abstract

Low-code platforms use auto-generated logic to speed up enterprise software
development, but this can create hidden defects, inconsistent rule execution,
and weak validation. Existing approaches focus mainly on efficiency and provide
limited support for verifying generated logic in complex environments. This study
proposes a unified verification framework combining static analysis and runtime
validation to improve correctness and reliability in low-code systems. The
framework formalizes generated workflows, applies constraint-based static
checks to detect structural inconsistencies, and uses runtime monitoring to
identify execution anomalies and context-dependent deviations. Evaluation
across different logic complexity levels shows improved defect detection
accuracy, stronger rule coverage, and acceptable validation latency compared
with standalone verification methods. The findings show that static and runtime
techniques complement each other by addressing both pre-execution and
dynamic validation challenges. The proposed framework supports more reliable,
compliant, and correct enterprise low-code applications.
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1. Introduction

The rapid adoption of low-code platforms has significantly transformed enterprise software
development by enabling automatic generation of application logic from high-level models and
configurations. These platforms reduce development effort and accelerate deployment cycles, allowing
organizations to respond quickly to changing business requirements. However, as auto-generated logic
becomes increasingly central to enterprise systems, concerns have emerged regarding the correctness
and reliability of such generated artifacts. Recent studies highlight that abstraction-driven development
often obscures underlying execution semantics [1]. This makes it difficult to verify system behavior

rigorously in large-scale enterprise deployments.

Auto-generated application logic in low-code environments is typically derived from visual workflows,
declarative rules, and metadata-driven configurations. While this approach enhances usability and
accessibility, it introduces challenges related to hidden dependencies and implicit control flows. The
absence of explicit code structures can lead to logical inconsistencies that are not easily detectable
during development. Model-driven approaches have been shown to introduce execution ambiguity
when abstractions are layered over complex workflows [2]. This lack of transparency complicates

validation and debugging processes in enterprise systems.

One of the most critical risks associated with auto-generated logic is the presence of latent defects that
remain undetected until runtime. These defects may arise from incorrect rule mappings, conflicting
conditions, or incomplete state transitions within generated workflows. In enterprise environments, such
defects can have severe consequences, particularly in financial systems, healthcare applications, and
regulatory compliance scenarios. Studies on software reliability demonstrate that undetected logical
errors can propagate across interconnected workflows [3]. This amplification effect can lead to

cascading failures across dependent systems.

In addition to hidden defects, inconsistent rule execution poses a significant challenge in low-code
systems. Since execution logic is often generated dynamically based on user-defined configurations,
variations in runtime conditions can result in unpredictable behavior. This issue becomes more critical
in distributed environments, where concurrent execution and asynchronous triggers introduce further
variability. Prior research on rule-based execution models indicates that inconsistencies in rule
evaluation can directly affect system correctness and decision outcomes [4]. Such inconsistencies are

particularly problematic in environments requiring strict operational guarantees.

The lack of formal validation mechanisms further exacerbates these challenges in low-code ecosystems.
Traditional software engineering practices rely on rigorous testing, code reviews, and formal
verification techniques to ensure correctness, but these approaches are not fully integrated into low-
code platforms. Research in model-driven engineering suggests that without formal verification

frameworks, the confidence in system correctness significantly decreases [5]. This limitation becomes
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more pronounced as application complexity and abstraction depth increase.

To address these limitations, verification must be treated as a fundamental component of low-code
system design rather than an auxiliary process. Static verification techniques enable analysis of
generated logic prior to execution, identifying structural inconsistencies, unreachable states, and rule
conflicts. At the same time, runtime verification provides continuous monitoring of system behavior,
ensuring that execution adheres to defined constraints during operation. Studies in software verification
indicate that combining static and runtime approaches enhances defect detection and system robustness

[6]. This integrated approach provides a more comprehensive validation strategy.

Despite the recognized importance of verification, existing approaches remain fragmented and
insufficiently integrated within low-code ecosystems. Most available solutions focus either on static
analysis or runtime monitoring, without offering a unified framework that effectively addresses both
dimensions. Furthermore, adapting traditional verification techniques to auto-generated logic
introduces additional challenges due to abstraction layers and dynamic execution paths. These
limitations have been highlighted in recent studies that emphasize the need for specialized verification
models tailored to low-code environments [7]. Additional investigations also point to scalability and

integration constraints in current verification pipelines [8].

This study addresses the identified gap by proposing a combined static and runtime verification
framework for auto-generated application logic in low-code systems. The approach focuses on
formalizing generated logic, detecting inconsistencies at design time, and validating execution behavior
during runtime. By embedding verification mechanisms within the development lifecycle, the
framework aims to enhance reliability, reduce defect propagation, and ensure consistent execution of

enterprise application logic.

2. Methodology

The proposed methodology introduces a unified verification framework that integrates static analysis
and runtime validation to ensure correctness of auto-generated application logic in low-code systems.
The framework is designed to operate across the full lifecycle of application execution, beginning from
logic generation and extending to runtime monitoring. By combining pre-execution verification with
continuous validation during execution, the approach addresses both structural and behavioral

inconsistencies that may arise in abstraction-driven development environments.

The first component of the framework focuses on the formal representation of auto-generated logic.
Application workflows and rule definitions are transformed into a structured intermediate
representation defined as a directed state transition system G = (S, T, §), where Sdenotes system states,

Trepresents transitions derived from generated rules, and ddefines state evolution functions. This
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formalization enables systematic analysis of execution paths and provides a foundation for detecting

inconsistencies such as unreachable states and cyclic dependencies.

Static verification is performed on the formalized logic prior to execution. The process includes rule
consistency checks, dependency resolution, and constraint validation. Each rule is analyzed using a
constraint function C;(S) — {0,1}, which determines whether the rule satisfies predefined logical and
domain-specific constraints. Conflict detection mechanisms are employed to identify overlapping
conditions, contradictory rules, and redundant transitions. This phase ensures that the generated logic

adheres to structural correctness before deployment.

A key aspect of the methodology is the rule extraction mechanism, which converts low-code
configurations, visual workflows, and declarative expressions into analyzable rule sets. This extraction
process maps high-level constructs into formal logical expressions, preserving execution semantics
while enabling verification. The extracted rules are stored in a rule graph structure that captures

dependencies and execution order, facilitating both static and dynamic analysis.

Runtime verification complements static analysis by monitoring execution behavior during application
operation. A runtime observer module is introduced to track state transitions and validate them against
predefined constraints. For each executed transition T;, a runtime validation function R(T;, S;)evaluates
whether the observed behavior aligns with expected outcomes. Deviations are flagged as anomalies,
enabling immediate detection of execution inconsistencies that may not be identifiable during static

analysis.

To ensure comprehensive validation, the framework incorporates constraint enforcement mechanisms
at runtime. These mechanisms include temporal constraints, state invariants, and rule execution
boundaries. Temporal constraints verify correct sequencing of events, while invariants ensure that
critical system properties remain consistent throughout execution. By enforcing these constraints
dynamically, the framework provides an additional layer of assurance against runtime violations in

auto-generated logic.

The experimental setup is designed to evaluate the effectiveness of the verification framework under
varying levels of logic complexity. Synthetic application logic is generated to simulate real-world low-
code scenarios, including multi-branch workflows, nested rule conditions, and concurrent execution
paths. Logic complexity is parameterized based on the number of rules, depth of dependency chains,
and degree of conditional branching, enabling controlled experimentation across different system

configurations.

A verification pipeline is implemented to process generated logic through static and runtime validation
stages. The pipeline begins with rule extraction, followed by static verification, deployment, and
runtime monitoring. Performance metrics are collected at each stage, including defect detection rate,

rule coverage, validation latency, and anomaly detection accuracy. These metrics provide quantitative
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insights into the effectiveness of the verification approach.

Finally, the evaluation criteria are defined to compare static and runtime verification performance across
increasing logic complexity. Detection accuracy is measured as the proportion of identified defects
relative to total injected inconsistencies, while rule coverage represents the percentage of rules
successfully analyzed and validated. Validation latency captures the time overhead introduced by
verification processes. The comparative performance of static and runtime approaches across these
metrics is illustrated in Figure 1, highlighting their complementary strengths in ensuring correctness of

auto-generated application logic.
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Figure 1. Detection Accuracy of Static vs Runtime Verification Across Increasing Logic Complexity

3. Results and Discussion

The proposed verification framework was evaluated across multiple auto-generated logic scenarios to
assess its ability to detect structural and behavioral inconsistencies. The results indicate that both static
and runtime verification approaches contribute significantly to identifying defects such as unreachable
states, rule conflicts, and logical inconsistencies. Static verification proves highly effective in detecting
structural issues prior to execution, particularly in identifying redundant rules and invalid dependency
chains. Runtime verification, on the other hand, demonstrates stronger capability in capturing execution

anomalies that emerge only during dynamic system behavior.

A detailed analysis of defect detection capability shows that static verification achieves high accuracy
in identifying rule-level inconsistencies and unreachable execution paths. However, its effectiveness
decreases as logic complexity increases, particularly in cases involving dynamic conditions and
runtime-dependent variables. In contrast, runtime verification maintains consistent detection

performance across increasing complexity levels, as it evaluates actual execution traces rather than
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relying solely on pre-defined rule structures. This complementary behavior highlights the importance

of combining both approaches within a unified verification framework.

The framework’s ability to detect rule conflicts was also evaluated under varying execution conditions.
Static analysis successfully identifies overlapping rule conditions and contradictory logic definitions
before deployment. However, certain context-dependent conflicts, especially those influenced by
runtime data variations, are only detected through runtime monitoring. This distinction emphasizes the
limitations of purely static approaches and reinforces the need for continuous validation during

execution to ensure comprehensive defect coverage.

Overhead and performance implications were examined to understand the trade-offs associated with
verification. Static verification introduces minimal runtime overhead, as most computations are
performed prior to deployment. Runtime verification, while more computationally intensive, provides
real-time assurance of execution correctness. Despite the additional overhead, the observed latency
remains within acceptable limits for enterprise applications, particularly when optimized monitoring
strategies are employed. The balance between verification depth and system performance is therefore a

critical consideration in practical implementations.

A comparative evaluation of performance metrics is presented in Table 1, which summarizes detection
rate, false positives, validation latency, and rule coverage for both approaches. The results indicate that
static verification achieves higher precision with lower false positive rates in structural analysis, while
runtime verification offers superior coverage and anomaly detection in dynamic execution
environments. The combined framework demonstrates improved overall performance by leveraging the

strengths of both techniques, achieving higher detection accuracy and broader validation coverage.

Table 1. Verification Performance Metrics Across Static and Runtime Approaches

Metric Static Verification | Runtime Verification
Detection Rate 92% 95%
False Positives 4% 7%
Validation Latency Low (~10 ms) Moderate (~35 ms)
Rule Coverage 85% 98%

Scalability analysis further confirms the robustness of the proposed framework under increasing logic
complexity. As the number of rules and execution paths grows, the integrated verification approach
maintains stable performance, with manageable increases in validation latency. The framework
effectively scales by distributing verification tasks across static and runtime components, ensuring that
neither phase becomes a bottleneck. These findings validate the suitability of the proposed verification
model for enterprise-scale low-code systems, where complexity and execution variability are inherent

characteristics.
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4. Conclusion

The integration of static and runtime verification within low-code systems demonstrates a significant
advancement in ensuring the correctness and reliability of auto-generated application logic. By
combining pre-execution analysis with continuous runtime monitoring, the proposed framework
addresses both structural and behavioral inconsistencies that are otherwise difficult to detect in
abstraction-driven environments. The results confirm that such a hybrid approach effectively reduces
logical defects, improves execution consistency, and enhances overall system trustworthiness in

enterprise applications.

A key contribution of this work lies in establishing verification as a core component of the low-code
development lifecycle rather than a supplementary activity. Static verification provides early detection
of rule conflicts, unreachable states, and structural anomalies, thereby preventing defective logic from
reaching deployment. Runtime verification complements this by capturing execution-time deviations
and context-dependent anomalies, ensuring that system behavior remains aligned with defined
constraints. Together, these mechanisms create a robust validation framework capable of handling the

complexities inherent in auto-generated logic.

The impact of this integrated verification model is particularly evident in enterprise scenarios where
reliability and compliance are critical. Improved defect detection rates and higher rule coverage
contribute directly to reducing operational risks, while controlled validation latency ensures that system
performance remains within acceptable limits. The framework thus supports the development of
dependable low-code applications in domains such as finance, healthcare, and regulatory systems,

where even minor inconsistencies can have significant consequences.

Despite these advantages, certain limitations must be acknowledged. The effectiveness of static
verification is constrained by the level of abstraction and the accuracy of rule extraction from low-code
configurations. Similarly, runtime verification introduces additional computational overhead, which
may become significant in highly distributed or real-time environments. Balancing verification depth
with system performance remains a key challenge, particularly as application complexity and scale

continue to grow.

Future research should focus on extending the framework toward automated formal verification
techniques that can provide stronger correctness guarantees for auto-generated logic. The integration of
Al-assisted validation mechanisms offers promising opportunities for adaptive anomaly detection and
intelligent rule analysis. Additionally, the development of continuous verification pipelines embedded
within enterprise DevOps ecosystems can enable real-time validation throughout the application
lifecycle. These directions will play a crucial role in advancing low-code platforms toward more

reliable, scalable, and intelligent software engineering environments.
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